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Dear Sir; 



This paper is submitted pursuant to 37 CFR §41.37 in furtherance of the Notice of Appeal 
filed on April 12, 2006, following a Final Office Action dated August 12, 2005, to appeal final 
rejections of claims in the above referenced patent application to the Board of Patent Appeals and 
Interferences ("Board"). 



PAGE 2/18 * RCVD AT 6/1212006 1 1:35:27 PM [Eastern Daylight line] 1 SVR:USPTO-EFXRF-2/21 ■ DNIS:2738300 * CSID:5124809693 ■ DURATION (mnvss):0446 



06/12/2006 22:32 LflLLY & LALLY LLP -> USPTO CENTRAL 



NO. 210 P03 



, n , , Serial No. 10/044,432 

Commoner for Patents Examiner: Cervetti 

Appeal Brief dated Jtms 12.2006 Art Unit: 2126 

Page 2 of 17 Docket: HPS? 2001 0091 USl 

TABLE OF CONTENTS 

L REAL PARTY DM INTEREST 3 

H. RELATED APPEALS AND INTERFERENCES 4 

m. STATUS OF CLAIMS • 5 

IV. STATUS OF AMENDMENTS 6 

V. SUMMARY OF CLAIMED SUBJECT MATTER 7 

VI. GROUND OF REJECTION TO BE REVIEWED 9 

VTJ. ARGUMENT 10 

VDL CLAIMS APPENDIX I 3 

DC. EVIDENCE APPENDIX 16 

X. RELATED PROCEEDINGS APPENDIX 17 



PAGE 3118 * RCVD AT 611212006 11:35:27 PM [Eastern Daylight Time] 1 SVR:USPTO-EFXRF-2/21 ' DNIS:2738300 1 CSID:5124809693 * DURATION (mm-ss}:0446 



06/12/2006 22:32 LftLLY S, LALLY LLP -> USPTO CENTRAL 



NO. 210 004 



r d 44 Serial No. JO/044,432 

Appeal toitf dated June 12, 2006 ^ ^ ^ 

Page 3 of J 7 DQcket; ^ p 200{ mi US} 



I. REAL PARTY IN INTEREST 

The above referenced application is wholly assigned to International Business Machines 
Corporation ("IBM"), A New York corporation having a principle place of business at Armonk, 
New York. 
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n. RELATED APPEALS AND INTERFERENCES 

There are no related appeals nor interferences known to Appellant which will directly 
affect, be directly affected by, or have a bearing on the Board's decision in this appeal. 
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m. STATUS OF CLAIMS 

Claims 1-24 are pending in this application. Claims 1-24 stand rejected under the Final 
Office Action, More particularly: 

Claims 1-2, 4-5, 9-10, 12-13, 17-18, and 20-21 stand rejected under 35 USC § 102(b) as 
being anticipated by Bright et al (U.S. Patent No. 6,141 ,756), hereinafter "Bright". 

Claims 3, 11, and 19 stand rejected under 35 USC § 103(a) as being unpatentable over 
Bright in view of Hughes (U.S. Patent No. 5,968,174), hereinafter "Hughes". 

Claims 6-7, 14-15, and 22-23 stand rejected under 35 USC § 103(a) as being unpatentable 
over Bright in view of Cuccia et al (U.S. Patent No. 6,151,676), hereinafter "Cuccia"- 

Claims 8, 16, and 24 also stand rejected under 35 USC § 103(a) as being unpatentable 
over Bright, and further in view of Cuccia. Appellant lists the rejection of these three claims 
separately from the rejection of claim 6-7, 14-15, and 22-23 despite the common references to 
maintain consistency with the form in which the Office Action identifies the grounds of rejection. 
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IV, STATUS OF AMENDMENTS 

No amendments have been filed subsequent to the final rejection. 
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V. SUMMARY OP CLAIMED SUBJECT MATTER 

Independent claim I recites computer executable instructions (computer code means), 
stored on a computer readable medium for programming a non-volatile storage element (1 OS) of 
a data processing system (100) (see page 5, lines 1-4). The claim includes instructions for 
encrypting (304) a digital signature using a first encryption key [page 8, lines 8-9] and passing 
the encrypted signature (203) to a kernel routine (210) [page 8, lines 9-1 1]. Upon successfully 
decrypting (308) the signature (203), the kernel routine (210) transitions (311) system (100) to a 
real-mode state before calling a real mode flashing routine (204) to flash program (312) the non- 
volatile storage element (105) [page 6, lines 3-20], [page 8, lines 8-18]. 

Independent claim 9 recites a data processing system (100) including at least one 
processor (102), memory (106), and input means connected to a common bus (104, 110), [page 
3, line 30 through page 4, line 19J. The system memory (106) contains at least a portion of a 
sequence of computer executable instructions for programming a non-volatile storage element 
(10S) of the system (100). The instructions parallel the instructions recited in claim 1. 
Specifically, instructions for encrypting (304) a digital signature using a first encryption key 
[page 8, lines 8-9] and passing the encrypted signature (203) to a kernel routine (210) [page 8, 
lines 9-11]. Upon successfully decrypting (308) the signature (203), the kernel routine (210) 
transitions (311) system (100) to a real-mode state before calling a real mode flashing routine 
(204) to flash program (312) the non-volatile storage element (105) [page 6, lines 3-20], [page 8, 
lines 8-18]. 

Independent claim 17 recited a method (300) for programming a non-volatile storage 
element (105) in a data processing system. The method includes elements that parallel the code 
elements of independent claim 1. Specifically, the method (300) includes encrypting (304) a 
digital signature using a first encryption key [page 8, lines 8-9] and passing the encrypted 
signature (203) to a kernel routine (210) [page 8, lines 9-1 1]. Upon successfully decrypting (308) 
the signature (203), the kernel routine (210) transitions (311) system (100) to a real-mode state 
before calling a real mode flashing routine (204) to flash program (312) the non-volatile storage 
element (105) [page 6, lines 3-20], [page 8, lines 8-18]. 



Claims 1-16 all recite "computer code means 11 , stored on a computer readable medium, for 
encrypting, passing, transitioning, programming, and so forth. Appellant is cognizant of the 
requirement under 37 CFR 41.37(c)(l)(v) to identify every means plus function and step plus 
function and to set forth the structure, material, or acts described in the specification as 
corresponding to each claimed function. To the extent the requirement is applicable to 
Beauregard claims, Appellant identify and set forth as follows: 

Claim 1, computer code means for encrypting a digital signature using a first encryption key. For 
the acts described in the specification as corresponding to this element, see 304 of FIG 3 and 
accompanying text at page 8, lines 8-9. 
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Claim 1, computer cede means for passing the encrypted signature to a kernel routine. For the 
acts described in the specification as corresponding to this element, text at page 8, lines 9-1 1, 

Claim 1, computer code means, responsive to successfully decrypting the encrypted signature 
using a second encryption key, for transitioning the data processing system from a protected- 
mode to a real-mode. For the acts described in the specification as corresponding to these 
elements, see elements 308, 310, and 31 1 of FIG 3 and accompanying text at page 8, lines 11-15. 

Claim 1, real-mode computer code means for flash programming the non-volatile storage 
element. For the acts described in the specification as corresponding to this element, see element 
312 of FIG 3 and accompanying text at page 8, lines 15-16. 

Claim 9, computer code means for encrypting a digital signature using a first encryption key. For 
the acts described in the specification as corresponding to this element, see 304 of FIG 3 and 
accompanying text at page 8, lines 8-9. 

Claim 9, computer code means for passing the encrypted signature to a kernel routine. For the 
acts described in the specification as corresponding to this element, text at page 8, lines 9-1 1. 

Claim 9, computer code means, responsive to successfully decrypting the encrypted signature 
using a second encryption key, for transitioning the data processing system from a protected- 
mode to a real-mode. For the acts described in the specification as corresponding to these 
elements, see elements 308, 310, and 31 1 of FIG 3 and accompanying text at page 8, lines 1 1-15. 

Claim 9, real-mode computer code means for flash programming the non-volatile storage 
element, For the acts described in the specification as corresponding to this element, see element 
312 of FIG 3 and accompanying text at page 8, lines 15-16. 
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VI GROUND OF REJECTION TO BE REVIEWED ON APPEAL 
The questions presented on this Appeal are: 

I. Are independent claims 1 , 9, and 1 7 anticipated by Bright under 35 USC § 102(b)? 
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VH. ARGUMENT 
Claims h 9, and 17 

Independent claims 1, 9, and 17 stand rejected under 35 USC § 102(b) as anticipated by 
Bright Appellant respectfully submits that the anticipation rejection of independent claims 1, 9, 
and 17 is improper because the cited reference does not disclose all of claim limitations Bright 
does not disclose either expressly or inherently a method or computer code for transitioning a 
data processing system from a protected mode to a real mode in response to successfully 
decrypting an encrypted signature. 

"A claim is anticipated only if each and every element as set forth in the claim is found, 

either expressly or inherently described, in a single prior art reference." MPEP 2131 (citing 

Verdegaal Bros. v. Union Oil Co. of California, 814 F.2d 628, 631, 2 USPQ2d 1051, 1053 (Fed. 

Cir. 1987)), Each of the independent claims contains an element reciting a transition of a data 

processing system from a protected mode to a real mode responsive to successfully decrypting a 

signature. The Office Action indicates that column 4 lines 14-32 of Bright disclose this 

limitation. The cited portion of the reference reads as follows: 

If the program was found to be encrypted at step 305, the program is then decrypted at 
step 307. In the preferred embodiment, the decryption step is performed by the 
decryption processing section 107 of the processor 101. The decryption process is 
tailored to the type of encryption that was used to encrypt the program in the external 
device 103. If, for example, asymmetric encryption key was used to encrypt the program 
in the external device 103, then the same key would be used to decrypt the program at 
step 307. Similarly, if a public encryption key system was utilized, the program was 
encrypted by a public key and placed in the external device 103, and the processor 101 
uses a private key to decrypt the same message. The key 113 used for decryption is 
embedded inside the processor in the preferred embodiment. The key 1 13 may be stored 
in RAM> ROM, programmable non-volatile memory, fixed hardware, and so forth. The 
decryption step may also include processing a key into another key or another piece of 
information to be used to decrypt the program. 

Appellant submits that the cited passage does not disclose eitheT expressly or inherently 
anything regarding transitioning a system from a protected mode to a real mode. The terms 
"protected mode" and "real mode" are well known in the field of microprocessor based data 
processing systems to refer to two different operating modes- a protected mode in which multiple 
applications can coexist because access to resources such as system memory is restricted or 
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protected by the operating system and a real mode in which the (sole) executing application can 
access any portion of the system memory and other resources. This distinction is also explicitly 
described in the specification as filed. See, e.g., paragraph beginning on page 2, line 4, 

Bright does not disclose a data processing system transitioning to real mode. The terms 
"real mode 1 ' and ''protected mode" simply do not occur in Bright. Nor does the term "kernel" or 
"kernel routine," which is recited in the second element of the claims under consideration. 
Bright does not disclose these terms expressly or inherently because transitioning a system from 
protected mode to real mode germane to Bright's technique for downloading an encrypted 
program that requires Bright to transition its processor to real mode as part of the process. 

Appellant presented these arguments to the Examiner in response to a non-final office 
action. To the Appellant's amazement t the Examiner maintained the anticipation rejection under 
the following reasoning: "Assuming arguendo that Bright... does not expressly teach 
transitioning from a mode to a mode, Examiner submits that it would have been obvious to one 
of ordinary skill in the art to modify Bright to transition from one mode to another." Thus, the 
Examiner maintains his anticipation rejection by arguing that the claim elements not taught by 
the reference would have been obvious . 

Appellant is more than a little surprised by the Examiner's flagrant disregard for the 
boundaries of the rejections that he chooses to issue. The cornerstone of anticipation is the 
teaching of all claim elements in a single reference. "The identical invention must be shown in 
as complete detail as is contained in the .„ claim." Richardson v. Suzuki Motor Co., 868 F.2d 
1226, 1236, 9 USPQ2d 1913, 1920 (Fed. Cir. 1989). When an examiner is confronted with a 
claim that contains an element that is not expressly or inherently disclosed in the reference upon 
which the examiner is relying, the examiner has three choices. The examiner can find a reference 
that does anticipate the claim, issue a Section 103(a) rejection, provided that the examiner can 
establish a prima facie showing of obviousness, or indicate the allowability of the claim. One 
thing that an Examiner is clearly not permitted to do is to maintain an anticipation rejection on 
ground s of obviousness. 

Appellant recognizes the Examinees not so subtle motivation. If examiners could issue 
Section 102 rejections based on partial anticipation, they could avoid the cumbersome task of 
establishing obviousness when they find themselves without an anticipating reference. 
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Fortunately for Appellant, however, the distinction between Section 102 and Section 103 is likely 
to survive the Examiner's hopefully temporary bl indness. 

Because the cited reference does not disclose either expressly or inherently a limitation 
found in the claims under consideration, the anticipation rejection is improper and Appellant 
respectfully requests the Board to reverse the rejection. 



CONCLUSION 

In view of the foregoing, Appellant submits that the anticipation rejections of independent 
claims 1, 9, and 17 are improper and Appellant respectfully requests the Board to reverse the 
rejection of these claims and remand the case to the Examiner with an order to allow the claims 
or issue a properly founded rejection. 



Respectfully submitted, 




Joseph P. Lally 
Reg. No. 38,947 
Attorney for Appellant 



Lally & Lally, LLP 
P.O. Box 684749 
Austin, Texas 78768-4749 
512.428.9870 
512.4289871 (Fax) 
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Vm. CLAIMS APPENDIX 

TEXT OF CLAIMS PRESENTED ON APPEAL 



WHAT IS CLAIMED IS: 

1 (original). A computer program product comprising processor executable instructions for 
programming a non-volatile storage element in a data proces$ing system, the instructions being 
stored on a computer readable medium, comprising: 

computer code means for encrypting a digital signature using a first encryption key; 

computer code means for passing the encrypted signature to a kernel routine; 

computer code means, responsive to successfully decrypting the encrypted signature 
using a second encryption key, for transitioning the data processing system from a 
protected-mode to a real-mode; and 

real-mode computer code means for flash programming the non-volatile storage element. 

2 (original). The computer program product of claim 1, wherein the code means for encrypting 
the digital signature is non-privileged code. 

3 (original). The computer program product of claim 2, wherein the code means for passing the 
encrypted signature to the kernel routine comprises code means for executing a system call from 
the non-privileged code mid passing the signature as a parameter of the system call. 

4 (original). The computer program product of claim 1, wherein the first encryption key is a 
private key and the second encryption key is a public key, wherein the public key and private key 
are generated from a common algorithm. 

5 (original). The computer program product of claim 1, further comprising code means for 
generating the digital signature, wherein the digital signature includes information that is 
indicative of the data processing system. 

6 (original). The computer program product of claim 5, wherein the digital signature is generated 
based at least in part upon dynamic information. 

7 (original). The computer program product of claim 6, wherein the digital signature is generated 
at least in part based further upon information including a corresponding hostname and process 
ID. 

8 (original). The computer program product of claim 1, further comprising code means for 
generating a random number as the digital signature. 
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9 (original). A data processing system including at least one processor, memory, and input 
means connected to a common bus, wherein the system memory contains at least a portion of a 
sequence of computer executable instructions for programming a non-volatile storage element of 
the data processing system, the instructions comprising: 

computer code means for encrypting a digital signature using a first encryption key; 

computer code means for passing the encrypted signature to a kernel routine; 

computer code means, responsive to successfully decrypting the encrypted signature 
using a second encryption key, for transitioning the data processing system from a 
protected-mode to a real-mode; and 

real-mode computer code means for flash programming the non-volatile storage element. 

10 (original). The data processing system of claim 9, wherein the code means for encrypting the 
digital signature is non-privileged code. 

11 (original). The data processing system of claim 10, wherein the code means for passing the 
encrypted signature to the kernel routine comprises code means for executing a system call from 
the non-privileged code and passing the signature as a parameter of the system call. 

12 (original). The data processing system of claim 9, wherein the first encryption key is a private 
key and the second encryption key is a public key, wherein the public key and private key are 
generated from a common algorithm. 

13 (original). The data processing system of claim 9, further comprising code means for 
generating the digital signature, wherein the digital signature includes information that is 
indicative of the data processing system. 

14 (original). The data processing system of claim 13, wherein the digital signature is generated 
based at least in part upon dynamic information. 

15 (original). The data processing system of claim 14, wherein the digital signature is generated 
at least in part based further upon information including a corresponding hostname and process 



16 (original). The data processing system of claim 9„ further comprising code means for 
generating a random number as the digital signature. 

17 (original). A method of programming a non- volatile storage element in a data processing 
system, comprising: 

encrypting a digital signature using a first encryption key; 
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passing the encrypted signature to a kernel code routine; 

responsive to successfully decrypting the encrypted signature using a second encryption 
key, transitioning the data processing system from a protected-mode to a real-mode with 
the kernel code routine; and 

flash programming the non-volatile storage element in real mode. 

18 (original). The method of claim 17, wherein encrypting the digital signature comprises 
encrypting the digital signature with non-privileged code. 

19 (original). The method of claim 18, wherein passing the encrypted signature to the kernel 
routine comprises executing a system call from the non-privileged code and passing the signature 
as a parameter of the system call. 

20 (original). The method of claim 17, wherein the first encryption key is a private key and the 
second encryption key is a public key, wherein the public key and private key are generated from 
a common algorithm. 

21 (original). The method of claim 17, further comprising generating the digital signature, 
wherein the digital signature includes information that is indicative of the data processing 
system. 

22 (original). The method of claim 21 , wherein the digital signature is generated based at least in 
part upon dynamic information. 

23 (original). The method of claim 22, wherein the digital signature is generated at least in part 
based further upon information including a corresponding hostname and process ID. 

24 (original). The method of claim 17, further comprising code means for generating a random 
number as the digital signature. 
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X. RELATED PROCEEDINGS APPENDIX 
None. 
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